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Abstract: Platforms collect valuable data that they do not share. Welfare then
suffers as information asymmetry produces market failures. Current proposals to
address this, however, fail because they grant access to an entity’s own data but not
the context within which it functions. We propose a novel solution, the in-situ data
right, that gives users privacy control yet allows third parties to create value with user

permission.

*kx

Data Externalities and Information Asymmetry in Platform Markets

In traditional offline two-sided markets, such as town markets, buyers and
sellers gather in a physical place and benefit from number-driven network effects:
more buyers attract more sellers, and vice versa. Users collect their own market
information to make their transaction decisions.' This decentralized information

system is economically inefficient for two reasons. First, it is privately inefficient
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because information collection costs often restrict the amount of information from
which users can benefit. With incomplete information, they are more likely to make
inefficient decisions. Second, it is socially wasteful because, in the absence of a data-
sharing mechanism, each user must collect the same information as other users. In
the absence of digital data collection technology, search friction alone is a standard
information market failure, yet there is little that market organizers can do to make

markets more transparent and facilitate matching among users.

The arrival of digital technology can overcome these problems. Digital platforms
collect and centralize a rich set of market information, including user preferences,
interactions, and transaction data.”> This market data pool is a potential source of at
least three types of welfare externalities. First, economies of scope in the reuse of
non-rival information reduce the social cost of information collection.®* Second,
economies of scale in the aggregation of user data,’ ,° 7 enrich the insights that can be
derived from a centralized market data pool, as compared to fragmented user data.
Third, networked user interaction data offers more insight than disconnected and
unrelated individual data. These data externalities increase the social value of pooled
market data and improve service quality on digital platforms.®’ Scholars and
commentators sometimes label the combination of all these data externalities “data-
driven network effects.”®'' Data traces left behind by user interactions help
platforms to improve service quality and attract more users to the platform. This is
different from traditional user-driven network effects, where the number of users

alone improves service value, irrespective of their data exhaust. As such, platform
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data collection can, in principle, make markets more transparent and enable more

efficient user decision making.

In practice, however, platforms do not share their full market information with
users. Profit-maximizing platform operators want to retain exclusive data control to
maximize revenue from data-driven matching services that they offer to users.'” Full
disclosure of all platform information would undermine data monetization
strategies and weaken incentives to collect data. Instead, profit-maximizing
platforms share only narrow market information signals with their users, through
paid and organic recommendations, especially when they are vertically integrated in
the markets they operate. Although platform market entry pricing still leaves anon-
monetized user surplus,'® biased platform signals and remaining information
asymmetries between platforms and users result in an information market failure.
Users benefit only partially from the data externalities that they contribute to and
leave behind on a platform. There are significant margins for more efficient use of
market information and increasing user surplus.','* For example, inside many e-
commerce platforms, sellers only observe their own sales but receive no user
interaction data with competing products. This results in poorly informed business
decisions about product development, market positioning, and pricing, especially
when the platform operator is vertically integrated and uses its exclusive
information to distort competition. Such asymmetric distribution of information

within a platform network can lead to market failures that reduce consumer welfare.

Information asymmetry is particularly costly when the platform is vertically
integrated with a business use case.’® Under vertical integration, the platform has
incentives to foreclose the upstream market against third-party providers of goods
and services that are in direct competition with the vertically integrated business.
Information rents distort competition. So, there is a scope for introducing a data
sharing mechanism that requires the platform operator to share market data with its
business partners, reducing information asymmetry. Symmetrical information
structures within a platform network can resolve market failures and maximize

consumer welfare.
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Rents from information bottlenecks occur not only within a platform but also
between platforms.!” Market information collected by one platform can be useful to
improve services on another and may increase competition when network effects
lock users into a single monopolistic service provider. To some extent, this already
happens when platforms become part of intra-platform ecosystems of
complementary service providers,’®'’or even in competing inter-platform
ecosystems.”® However, strategic decisions on data-driven co-opetition are made in
the private interests of competing firms that are not necessarily aligned with user
welfare. For example, a platform’s private incentives to share data with competitors
are, in most cases, lower than the social ones. So, again, the imposition of a data
sharing mechanism between platforms could allow competing platforms, with an
information disadvantage, to improve their value proposition and attract more
users. More symmetric data access would enable more effective competition at the

intermediary level, increasing consumer choice and welfare.
The Challenge of Data Governance and Existing Regulations

Going from theory to practice, technical protection measures give platforms de
facto exclusive control over the data they collect. Exclusive control stands at odds
with the fact that platform data is co-generated between at least three, and possibly
more, parties: two interacting parties on the platform, and the platform operator that
enables this interaction. All these parties may have claims to access and make
alternative uses of the data. Exclusive control by a single party is unlikely to
maximize the social value of platform data. Making efficient use of all potential data
externalities requires governance rules, possibly a combination of private
governance and regulatory intervention® that assigns a variety of access rights to

different parties.

Regulators are increasingly aware of data market failures within and between
platforms. They have already granted users access and portability rights to their
personal data in the EU General Data Protection Regulation (GDPR)** and in the
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California Consumer Privacy Act (CCPA).*® Portability rights were rendered more
operational in the EU Digital Markets Act (DMA)** and expanded to business users’
commercial data, at least in very large “gatekeeper” platforms. However, platforms
collect user interaction data that goes beyond their “own” data. The DMA introduced
some case-specific provisions for sharing network interaction data, for example,
search engine data. Other EU data regulations are gradually introducing access to
user interaction data, for example, in health data® and other industrial data pooling
initiatives.>® The DMA is primarily designed as a competition policy instrument to
overcome the negative welfare consequences of network effects that can “tip”
markets towards a single dominant platform.”,*® ?° 3° It acknowledges that data may
further entrench monopolistic market positions.***> Data sharing obligations are

perceived as a means to overcome anti-competitive harms of network effects.
The “In-Situ” Data Right: A Path Forward

Our objective here is to go a step further and propose an effective network data
sharing policy that complements this competition policy framework to maximize
the social benefits from regulatory intervention. The solution should, in principle, (i)
bridge the gap between the realized private value and the potential social value of
data, (ii) maintain the economic vitality and viability of platforms, and (iii) respect
user privacy rights. This requires enhancing and expanding existing data access
regulations. While sharing “own” data may generate economies of scope in the re-use
of non-rival data, we can explore several cases where sharing of networked
interaction data can level the information level playing field and further increase

welfare through economies of scale and scope in data aggregation.
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At the same time, pre-existing exclusive rights to data can complicate data
sharing. For example, the EU GDPR grants natural persons exclusive rights to their
personal data.®® Under the EU Trade Secrets Directive,* sellers can claim exclusive
rights to some of their commercial data. Platforms may claim exclusive rights to
inferential or processed user interaction data because they were facilitated by the
platform infrastructure and algorithms. Pre-existing rights may be an obstacle to
accessing the networked data of individual users, unless rights holders consent to
their re-use, which maybe difficult and costly to obtain. Access to aggregated data can

sometimes be enough to overcome this obstacle.

When access to individual network interaction data is required to overcome
information asymmetry, we propose introducing an “in-situ” data right, whereby
business users may import algorithms of their choice into the infrastructure where
their data are resident.®® Users, or third parties acting on their behalf, can then derive
insights from their data and its context in a secure setting. Through tools such as
Federated Learning technology, such analysis need not reveal the underlying

primary data.®® This narrows the gap between the private and social value of data.
Implementing In-Situ Access: Second-Degree Data and Privacy

We propose a two-step approach to an economically meaningful interpretation

of “making available”:

1. A new data right for business users to gain access to individual and
disaggregated second-degree network interaction data between buyers and
sellers. This should make it possible for users to estimate distances to their
nearest competitors.

2. Consumer privacy protection can be ensured through in-situ data access:
sellers can bring their algorithms to the data inside the platform, rather than

taking the data ex-situ out of the platform.

DMA Article 6 §10 already mandates that platforms share user interaction data
with business users. These are zero-degree direct interaction data (sales and views)

with consumers (see Fig. 1). First-degree interaction data would include information
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on consumers who interact with a seller’s products and that seller’s competitors.
Buyers use information intermediaries across two sellers. Second-degree interaction
data involves two intermediaries: abuyer and another seller. This includes data from
consumers who interacted with products from competing sellers but did not buy
from one of them. If available, such data gives the first seller insight into the
preferences of buyers who browsed and bought from their competitors and the
characteristics of competing products. The combination of these networked
interaction data enables sellers to assess consumer preferences and willingness-to-
pay for product characteristics for a range of close-substitute products, including
prices and sales estimates for these products. This provides sufficient information to
estimate distances to the nearest competitors within a given product category and
(re-)position toward optimality in the platform market, in line with the full

information scenario above.
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Figure 1: Degrees of interaction, starting from a 0-degree direct link

between Seller 1 and Consumer 1

With access to second-degree interaction data, not all platform data is shared
with its business users. However, it reduces the platform’s information advantage
compared to zero-degree data access alone. Preserving part of the information
asymmetry is important not to undermine the economic viability of the platform as
a central intermediary. Putting all platform information into the public domain
would undermine the platform’s incentive to invest as well as its commercial
viability, putting at risk the positive social network effects that it generates for its
users. Exclusive control over at least part of its data pool facilitates monetization of

the data through advertising.

Second-degree networked data includes access to buyers’interactions and profile
data. In case buyers are individuals, this constitutes personal data subject to privacy
protection under the EU GDPR or California’s state-sponsored CCPA. It can only be

accessed with the consent of the buyer or in an anonymous way, as emphasized by
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DMA Article 6 §10. It is costly and unlikely that sellers will obtain consent from a
sufficiently large number of first-degree buyers, let alone a wider network of second-
degree interactions. Thisleaves anonymous data access as the only viable option. This
can be achieved through user data aggregation. However, that may destroy valuable
context information and increase error margins in the estimation of distances to
nearest competitors. A more information-efficient option is in-situ data access that
preserves detailed user information. Rather than taking data out of the secure space
of the data holder or platform operator and porting it ex-situto the seller’s
infrastructure, in-situ reverses the operation and brings seller algorithms to the data
holder’s secure space for in-situ computations. Sharing networked information ex-
situ increases the risk of de-anonymization of personal data®” and violation of data
privacy rules. Under in-situ, the data holder can monitor computations and restrict
information output to derived data while protecting the detailed input data. Several
computational technologies exist today that facilitate secure and privacy-
preserving in-situ computation. For example, Ramirez, et. al.** find that federated
learning performs better than secure multi-party computation, differential privacy,
and homomorphic encryption, provided there is sufficient computational capacity
and data coherence for the computational model to converge. Smaller business users
on a platform may require help to perform the necessary data analytics, from a third-
party provider or from the platform itself. Platforms will no longer be in a position
to charge a monopolistic price for such services. Pricing of in-situ use of the platform
computing infrastructure should be regulated at marginal cost, as part of the in-

situ access right.
Conclusion

Sharing network interaction data matters for the efficient use of platform data.
While current regulations represent a step in the right direction, they fall short of
requirements for efficient datause. In particular, they fail to provide sufficientaccess
to platforms’ networked interaction data. Mandatory data sharing provisions will
need to be adjusted and expanded to ensure a more efficient balance between
competition concerns and data-driven network effects. In situ data rights move the
bottleneck from the platform to the users, who can capture a greater share of the
value their data creates. These rights retain context so more value can be created, and
they foster fair competition by improving symmetry of access among competing

platforms and startups.
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