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In the past years, regulators around the world found a new focal point in
addressing online information asymmetries. This focal point is dark patterns. As this
inspired a widespread interest that brings together human-computer interaction,
web measurement, data protection, consumer protection, competition law, and
behavioral economics - to name a few relevant disciplines - I decided to focus this
consumer update on this topic. With the help of Cristiana Santos, who is an expert in
the conceptualization and detection of dark patterns as privacy violations, we have
written a short summary of the research in the field, regulatory concerns, as well as

brief critical reflections showing where more attention should be paid.

Dark patterns are everywhere. We see them in commercial practices, and now
increasingly in scientific scholarship and under public policy scrutiny. Dark patterns
are design practices used by online businesses that manipulate consumers into
making decisions they otherwise would not have made had they been fully informed
and capable of choosing alternatives." Examples include spending more money or
time on a website or consenting to tracking. In essence, dark patterns modify the
consumer choice architecture through a range of possible design attributes that have
an impact on the consumer decision space through information flows (or lack
thereof).

Information flows causing dark patterns can take many forms.First,

the contentof the information can be problematic. The European Data Protection
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Board,” defines “content-based dark patterns” by referring to the wording and
context of the sentences and information components that can lead users to make
unintended, unwilling, and potentially harmful decisions regarding their personal
data (e.g., the use of framing, motivational language, humor, etc.). Similarly, the UK
Competition and Markets Authority® refers to “choice information” practices
referring to the information provided to consumers when presenting choices, such
as basic details about a product or service (e.g., price, features, dimensions, or

ingredients).

Second, the presentationof information can shape dark patterns. For example,
default settings can lead to the collection, use, or disclosure of consumers’
information in a way that they did not expect. Other examples are the long and
complex privacy policies and terms of service, and delaying access to the information

behind hyperlinks, pop-ups, or dropdown menus.*

Lastly, the Jackof information can equally be a constituent of dark patterns.
According to the behavioral study of the European Commission on online
manipulation,® the practice of “hidden information” is one of the most prevalent
forms, and it has an impact on consumers’ transactional decisions. This echoes
Luguri & Strahilevitz’s empirical findings that “hidden information” is substantially

more effective in influencing consumer choice than the other practices.®

After a wave of investigations emerging in human-computer interaction’ and

web measurement studies,® dark patterns have inspired nothing less than a global
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movement spanning across scientific and policy-making communities to define,
classify, measure, and detect dark patterns.’ In turn, this widespread interest in dark
patterns also spawned new theories of consumer vulnerability. In their
conceptualization of digital asymmetry, Helberger et al. indicate that while
European consumer law has recognized a category of ‘vulnerable consumers’ (e.g.,
vulnerability based on age or credulity), on digital markets, all consumers may be
structurally vulnerable at all times.'® As platforms exclusively rely on screens and
information to entice consumers into transactions, they increasingly rely on
sophisticated techno-social systems for their information flows to consumers.
Design tricks and fraudulent tactics (e.g., fake countdown timers) may echo other
generations of unscrupulous commercial practices aimed at deceiving consumers.
However, for many of the practices currently captured by the umbrella of dark
patterns, the harm is not so straightforward," nor is it evident that consumers make

decisions as a direct result of an interface design option, or rather in spite of it."?

While policymakers are pursuing the formalization of dark patterns in law and
policy at full speed (e.g., Art. 23a DSA, Art. 13(6) DMA), critical inquiries relating to
the limitations of conceptual, measurement and detection frameworks are generally

lacking. By using toolow of a threshold for categorizing an information flow asa dark
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pattern, we risk the watering down of the concept itself: if everything is a dark
pattern, then nothing is a dark pattern.

Contract law and consumer protection are rich in theoretical frameworks that
translate information flows between consumers and businesses, sometimes
establishing the boundaries of such flows: Who is supposed to actively retrieve
information in a contract? Who is supposed to investigate? How do vitiating factors
or unconscionability affect how information flows are considered harmful to the
more vulnerable contracting parties?.’* On these matters, different legal systems
have developed doctrines regarding the information paradigm leading to different
boundaries that have been applied across a wide variety of commercial sectors. In
digital markets, however, the quantification of consumer choice and behavior has
created a strong rift between theory and practice, best described by the two policy
extremes in the United States and European Union. Neither the under-accountable
buyer beware stance characterizing the first, nor the over-accountable mandated
disclosures pursued by the latter captures the sophisticated shape of information

flows in digital markets.

Against this background, several conceptual frameworks capture the
information paradigm central to the dark patterns debate, at the intersection of

several tensions:

e Under- and overrepresenting information as consumer harm amounting to

dark patterns;

e Mandating more or less information to balance the digital asymmetry

between companies and consumers;
e Taking away or giving more consumer autonomy.

While the dark patterns phenomenon has led to more and more definitions and
taxonomies describing dark patterns from an information perspective, further
harmonization is necessary. What are the most well-known dark patterns
taxonomies and how do they address the difficulty of weaker parties obtaining
(correct) information, including to what degree digital literacy is necessary for this
process? Such further harmonization can contribute to literature about consumer
autonomy, not only with respect to transactional information but also legal
information (e.g., privacy rights). In addition, we consider it important that dark
patterns are addressed in the wider discussion around the role of (mandated)
disclosures in the context of the information paradigm. How do these paradigms fare

in different jurisdictions around the world (e.g. US and EU legal scholarship on
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consumer and privacy disclosures)? Dark patterns are a function of information.
Legal systems often rely on disclosure as a means of alleviating information
imbalance. In this case, however, it is not entirely certain that more information can
be better, since the entire idea of using digital environments for decision-making is
to optimize the use of information, but it is not clear what information is optimal,
how, and for whom. Lastly, we think it is necessary to call upon more normative
questions to be answered, such as what the participation of traders and consumers in
the information paradigm should look like. Can there be multiple information
paradigms that could be relevant for further regulatory intervention in this space,
and if so, which ones? What is the role of factors such as consumer autonomy and
reliance on digital infrastructures in these possible paradigms? More importantly,
what role should behavioral science play in these normativities? While promising,
our understanding of social psychology, seen in the light of non-generalizable
behavioral findings and serious reproducibility issues in the field, is far fromideal. Is
current behavioral science helping us or complicating our expectations from
regulation even further? These are some important points that we hope research

(whether academic or regulatory) can tackle in the short future.
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